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Chapter 1
Introduction

Kerio Personal Firewall is a small and easy to use system designed for protecting a per-
sonal computer against hacker attacks and data leaks. It is based on the ICSA certified
technology used in the WinRoute firewall.

The firewall itself runs as a background service, using a special low-level driver loaded
into the system kernel. This driver is placed at the lowest possible level above the
network hardware drivers. Therefore, it has absolute control over all passing packets
and is able to ensure complete protection of the system it is installed on.

Applications (EPF A dministration, trojan horse. )

Windows soclkets
Windows TCRTE staclk
Eerio Personal Firewall low-level driver
He h‘:ﬁl;:ard WAHN subsystem
Metwork card Ivlodem

1.1 System requirements

The following minimum configuration is recommended for Kerio Personal Firewall:
e CPU Intel Pentium or 100% compatible

e 32 MB RAM

e 3 MB hard drive space (for installation only; at least 10 MB of additional space is
recommended for logging)

e Windows 98 / Me / NT 4.0 / 2000 / XP

Kerio Personal Firewall is designed for protecting computers NOT running WinRoute Pro
or WinRoute Lite. These products use the same technology for security and may cause
conflicts with Kerio Personal Firewall.
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1.2 Installation

Installation is easy to perform by simply executing the installation archive (typical-
ly kerio-pf-201-en-win.exe). During installation you may choose the directory
where Kerio Personal Firewall will be installed, or leave the default setting (C: \Program
Files\Kerio\Personal Firewall). The system needs to be restarted after installation
in order for the low-lever driver to be loaded.



Chapter 2
Administration

2.1 Personal Firewall Components

Kerio Personal Firewall consists of three programs: Personal Firewall Engine, Pesonal
Firewall Administration and Personal Firewall Status Window.

gﬁ‘ Personal Firewall Administration
@ Personal Firewall Engine
Personal Firewall Status

Personal Firewall Engine is the program that takes care of all Personal Firewall func-
tions. It runs as a background application (or as a service in Windows NT/2000) and its
presence is represented by an icon in the System Tray.

Stop &l Traffic

Firewall Status
Adrminiskration

If you right-click on the icon a menu is displayed, in which you can select from the
following options: block all communication (Stop All Traffic — if selected, it reverts to
Enable Traffic and the System Tray icon changes to indicate that traffic is being blocked),
run the Administration application or view the Status Window (Firewall Status), program
version information (About) or stop the Personal Firewall Engine (Exit). Stopping the
Engine of course stops all security functions.

Left-double-clicking on the icon runs Personal Firewall Status Window program.

Personal Firewall Administration is the main configuration tool for Personal Firewall En-
gine. We will deal with the individual settings in the upcoming chapters of this manual.

Personal Firewall Status Window displays information about all running applications that
communicate via TCP/IP protocol. It is also described in a special chapter.
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2.2 Securing Access to the Administration

To ensure full security it is vital that Personal Firewall is running any time the computer
is on and that only authorized personnel have access to its configuration. This can be
set in the Personal Firewall Administration program, in the Authentication tab.

£.] Kerio Personal Firewall x|

Firewall ~ Authentication | Miscellaneuusl Licensel

— Administration
v Authentication | Feguired

Fazzword: Ixxxxxxxx

Confirm Pagzword; Ixxxxxxxx

[ Enable Remate Adminiztration

— Statiztics And Logz Wiew
v Authentication |: Feguired

FPazzword: Ixxxxxxxx

Confirm Pagzword; Ixxxxxxxx

¥ Enable Remote fccess To Statistics And Logs

k. I Cancel Apply Help

Administration section Authentication Is Required means that a password will be re-
quired upon running the Personal Firewall Administration program. After enabling
this feature, fields will be available for you to enter the password and password con-
firmation. Enable Remote Administration allows for configuration to be performed
from a remote computer.

Statistics and Logs View section Settings for access and remote access to logs and
statistics are performed here. All fields are the same as in the previous section.
Configuring these two sections separately allows for different levels of access rights
— either viewing the logs and statistics only or full administration access.

2.3 Administration Login

To administer Kerio Personal Firewall or view all logs start Personal Firewall Administra-
tion or Personal Firewall Status Window applications respectively. Note that the following
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connection dialog will only appear if authentication is required, otherwise you will con-
nect directly to the local KPF engine.

Kerio Personal Firewall 48

Perzonal Firewall iz running on

i~ Localhost
* Femate computer [a hostname or an [P address]

Host: [192.168.1.30

Authorize uzing

Connect ta: ™ Admin configuration

™ Status window

HREXHHHN

Pazsword I

Connect I LCancel

Here you can choose if you want to connect to Personal Firewall running on the local
computer (Localhost) or on a remote computer specified by its DNS name or IP address.
You can choose whether you want to run the Personal Firewall Administration (Admin
configuration) or Personal Firewall Status Window (Status window) programs. Enter your
password in the corresponding field.

2.4 Personal Firewall Status Window

Personal Firewall Status Window allows monitoring of all TCP/IP activities within the op-
erating system and displays detailed information about all communicating applications.

Main Window

The main windows displays information about one local end-node in each line (the end-
node is defined by its IP address, port and protocol). A local end-node can only cor-
respond with one application. However, one application can have more end-nodes (for
instance, an FTP server waits for incoming connections at the ports 20 and 21).

Individual columns then display information about the end-nodes:
Application The name of the application’s executable that the end-node belongs to.

The name can be displayed including its full path by selecting Settings / Don’t Cut
Pathnames.
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& Kerio Personal Firewall - Opened Connections at localhost =10O] x|
File Logs 3Settings Help

Application | Protocol | Local Address | Remote Address | State | Creation Time R [Butez)] | FE:-:I
ClIMETIMFO.EXE TCP aken s Listening 07 M ar/2002 12:08:35 1]
ClIMETIMFO.EXE IDF alk3dhe e Listening 07 M ar/2002 12:08:35 16 J
ClIMETIMFO.EXE TCP alkdds e Listening 07 Mar/2002 12:08:35 1]
ClIMETIMFO.EXE TCP ak2r s Listening 07 M ar/2002 12:08:35 1]
ClIMETIMFO.EXE TCP alk3zae 0 e Listening 07 M ar/2002 12:08:35 1]
ClISMSERY EXE TCP all: 1209 lozalhost; 389 Connected Out 07 Mar2002 12:06:05 1112
ClisMSERY . EXE IDF ak1zon 0 s Listening 07 Mar/2002 12:08:04 3
ClISMSERY EXE TCP all:12m lozalhost; 389 Connected Out 07 Mar/2002 12:06:04 2402
ClISMSERY EXE TCP all:1202 lozalhost; 389 Connected Out 07 Mar2002 12:06:05 243
ClisMSERY . EXE TCP alk1z203 0 e Listening 07 M ar/2002 12:08:05 1]
CILLSSA ExE IDF all1eh?y s Listening 07 Mar/2002 12:21:04 1]
ClLsas5.EXE IDF 192168.101:88 s Listening 07 /Mar/2002 12:04:42 1]
ClLsas5.EXE IDF 192168.101:464 eeeeees Listening 07 /Mar/2002 12:04:42 1]
ClLsas5.EXE IDF 19216811788 s Listening 07 /Mar/2002 12:04:42 1]
CLsass5.EXE DF 192168117464 s Listening 07 /Mar/2002 12:04:42 1]
CLsas5.EXE IDF 192168.2.40:88 s Listening 07 /Mar/2002 12:04:42 1]
CLsas5.EXE IDF 192168.2.40:464 s Listening 07 /Mar/2002 12:04:42 1]
CLsas55.EXE IDF 192168.241:88 s Listening 07 /Mar/2002 12:04:42 1]

al

»

|TCP Listening: 52

[TCP Connecked: 19

[UDP Listening: 58 [

[Tokal R speed: 5.96

[Total Tx speed: 5.96 2

Protocol The communication protocol (either TCP — connected protocol or UDP — un-
connected datagram protocol).

Local Address A local IP address and port (displayed in the following format —
address:port). In the Settings menu you can choose to display the DNS name in-

stead of IP addresses and (standard) service.

Remote Address The remote IP address and port is not displayed unless a connection
is established.

State The state of a local end-node: Listening — waiting for incoming connection, Con-
nected In — connection established from a remote client to a local service, Connected
Out — connection established by a local application to a remote server.

Creation Time The time when connection was established or when a given application

started receiving connection on a given port

Rx [bytes] The amount of data received by a given end-node (in bytes)

Rx speed [bytes/sec] Average speed of data transfer (in kilobytes per second)

Tx, Tx speed the same as previous for outgoing data

10
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Main Menu

File Connect... connects to Personal Firewall Engine (on a local or remote system). Use
Close to close the Personal Firewall Status Window application.

Logs Displays Firewall Log window or Statistics of transferred and filtered data.
Settings Contains detailed settings of what information will be displayed and how:

e Hide Listening Sockets — hides end-nodes that have no established connection
(their status is Listening)

e Hide Local Connections — hides connections established within a local system
(loopback)

e Hide Admin-Firewall Connection — hides connections established between individ-
ual Personal Firewall components

e Don’t Resolve Domain Names — IP addresses will not be translated to DNS names

e Don’t Show Port Names — port numbers will not be translated to services names
(e.g. telnet, smtp, http)

e Displayed Application Name — switches application name display mode: Whole
Pathname, Cut Pathname (only file name will be displayed) or File Information
(displays application name if possible, otherwise a condensed filename will be
displayed).

e Update frequency — changes frequency of information refreshing (Slowest — 5 sec-
onds, Slower — 2 seconds, Normal — 1 second, Fast — 0.5 second)

Help Help and information about program manufacturer and version.

11
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Chapter 3
Security Settings

3.1 Introduction to TCP/IP

In order to be able to configure Kerio Personal Firewall properly and make the most of its
functions one needs to understand the principals of TCP/IP communication. Advanced
users do not need to read this chapter, it is, however, highly recommended to beginners.

TCP/IP TCP/IP is a common name for communication protocols used on the Internet.
Data is divided into small parts called packets within each protocol. Each packet
consists of a header and a data part. The header contains control information (eg.
source and destination address), while the data part carries the information being
passed between applications.

The protocol set is further subdivided into several levels. Packets of lower-level pro-
tocols contain higher-level packets in their data part (eg. TCP protocol packets are
transferred within IP packets).

IP IP (Internet Protocol) carries in its data part all other protocol packets. The most im-
portant piece of information contained in the header is the source and destination IP
address, that is the address of the computer that sent the packet and which computer
it is addressed to.

ICMP ICMP (Internet Control Message Protocol) transfers control messages. There are
several types of these messages, eg. information about availability of a remote com-
puter, routing request or reply request (used in PING command).

TCP TCP (Transmission Control Protocol) is used for reliable data transfers via a so-
called virtual channel (connection). It is used as a carrier protocol for most applica-
tion protocols, eg. SMTP, POP3, HTTP, FTP, Telnet, etc.

UDP UDP (User Datagram Protocol) is a so-called non-connected protocol, that means
it does not create a channel — all data is transferred via individual messages (called
datagrams). UDP does not ensure safe and reliable data delivery as datagrams can be
lost during the transfer. In comparison to the TCP protocol, UDP is far less demand-
ing on resources (there is no establishing and ending of connections, acknowledging
of data, etc.). UDP protocol is used for DNS requests, transfers of sound or video
data, etc.

13
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Ports The most important piece of information in the TCP and UDP packet header is the
source and destination port. While an IP address defines a computer on the Internet,
a port defines an application running at this computer. Ports 1—1023 are reserved
for standard services, ports 1024-65535 can be used by any application. During a
typical client-server communication the destination port is known (a connection is
established to this port or a UDP packet is sent there), the source port is usually
assigned automatically by the operating system.

Application protocols Protocols which are carried within TCP/UDP packets are used
for user (application) data transfer. There exist many standard application protocols
(eg. SMTP, POP3, HTTP, FTP, etc.). A programmer can, however, design his own (non-
standard) means of communication.

3.2 How does Kerio Personal Firewall work?

All communication on the Internet is carried out using TCP/IP protocol set. These proto-
cols are usually also used for communication within local networks. The main (carrier)
protocol is IP (Internet Protocol), whose packets carry all other information (they enclose
other protocols). A true firewall must have complete control over all IP packets — that
is, it must be able to catch them, find all necessary information within them and then let
them pass or filter them. And, of course, it must be able to keep record of all performed
actions, detected attacks, etc.

The main principle behind a firewall such as KPF is stateful inspection. This means
that a record is made on every packet going from your computer and only a packet
corresponding with this record is let pass back through. All other packets are dropped.
This ensures that Personal Firewall only allows communication initiated from within the
local network.

The user / administrator can further specify conditions for packet filtering in filtering
rules. Only packtes complying with given criteria are accepted.

3.3 IP Address Groups

When defining filtering rules permitting or denying certain communication a situation
can arrise that the same rule needs to apply for a group of IP addresses (eg. several
computers within a local network).

Kerio Personal Firewall allows the user to define a group of IP addresses that can be
easily used in filtering rules definition. A group can contain any number of IP addresses,
IP address ranges or subnets.

14



3.4 Levels of Security

Firewall Configuration x|
Filter Rulez I Microsoft Metworking  Mizcellaneous | Application's MDE
Fireswall logging
¥ Log Inta File [filter. lg]
¥ Loglnto Syslog ayslog server addiess: (192 168.1.1
I Iz Running on Intemet Gateway W Log Packets &ddressed to Unopened Parts
W Log Suspicious Packets
Cuzstom Address Group
Address | Dezcription
192.168.1.0/256.255.255.0 Local Hetwork, Add.
Edit.. |
[l
4| | i
k. I Cancel | Spply | Help
g

The custom address group can be defined in the Firewall Configuration window, Miscel-
laneous tab. Pressing Add... you can add a Single IP address, an address range (Network
/ Range) or a sub-network (Network / Mask). Edit... and Del buttons allow you to edit or
remove individual items respectively.

3.4 Levels of Security

Kerio Personal Firewall allows for 3 basic security levels:

Permit Unknown Minimum security. Personal Firewall permits any communication, un-
less explicitely denied by filtering rules. Personal Firewall is fully transparent if there
are no filtering rules set (it behaves as if it were not running at all).

Ask Me First All communication is denied implicitly at this level. If an application tries
to communicate or somebody wants to establish a connection from outside, Personal
Firewall stops the request and displays a dialog window asking whether you want to

15
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£.] Kerio Personal Firewall x|

Firewall |.-'1'-.uthenti|:ati|:|n| Miscellaneuusl Licensel

i Azk Me First:

Mo netwark, activity will be permitted unlesz | give my
permizzion of have a filker rle in place. Use thiz level when
you want bo review netwark, actyity before allowing it to
take place.

= Advanced... |

Urregiztered copy.

(] I Cancel Apply Help

permit or deny such communication. This can be allowed for once only or perma-
nently (recommended).

Deny Unknown All communication is denied which is not explicitly permitted by the
existing filter rules. Personal Firewall doesn’t ask the user for anything.

3.5 Interaction with the User

If Ask Me First security level is set Personal Firewall automatically permits only commu-
nication that is allowed by filtering rules. If a packet is caught that does not comply
with any rule, it is assumed that the user started a new application not used before and
a dialog window is displayed where the user can permit or deny such communication.
Permission or denial can be either temporary or permanent (by creating an appropriate
rule).

The dialog window displays the following information:

Incoming / Outgoing Connection Alert! Indicates whether the requested connection
is outgoing (from the local network) or incoming (eg. from the Internet)

Time Exact time and date, when the connection was requested

16



3.5 Interaction with the User

Kerio Personal Firewall

Outgoing Connection Alert!

07 A ar/2002 13:01:36
207.235.5.183. port 80 - TCP

Internet Explorer’ fram your computer wants to connect ;I
to 207.235.5.183, port 80

[retailz about application

é q:hprogram fileshinternet explorersiexplore. exe ;I

FPermit | Drerm |

¥ Create appropriate filter rule and don't azk me again

| Cuzstomize rule... I

Remote Information about the remote end-node (IP address, port and communication
protocol)

Details Detailed information about the connection

Details about application Information about the local application taking part in the
communication (as a client or server)

Permit Let the communication pass through
Deny Stop (filter) the communication

Create appropriate filter rule... If this option is selected, by pressing Permit or Deny a
filtering rule is automatically created, which causes the next packet of the same type
to be either permitted or denied access. This can be used in the initial configuration
of Personal Firewall — the user does not need to define any rules, but as they run
their favorite applications, rules can be created for them in this way.

Customize rules Here an advanced user can edit and customize the automatically cre-
ated filter rule.

A filtering rule created in this way is always valid for a particular application that sent
a packet or to which a packet was sent (see the Details about application field). An

17
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MD5 signature is also automatically created so that subsequent executions of that same
application name will be compared against the initial signature. This would prevent a
trojan from spoofing its name to a trusted application such as outlook.exe. Details about
MD5 signatures can be found in chapter 3.8.

By default a filtering rule for a particular application is created so that such an applica-
tion can communicate at any local port with any computer on the Internet (any remote
address) and also to any remote port. It is assumed that if the user permits communica-
tion for the application once, it is reliable and its communication will not be limited in
the future. However, this is not always true and therefore the user can adjust the rule
to their needs. Automatically created rules can always be customized or removed later
from the Filter Rules in the Advanced option.

Customizing an automatically created rule

The actual setting of a filtering rule is dependent on a particular situation, especially the
application for which communication is permitted or denied. These are a few general
principles:

e Only experienced users, who are familiar with TCP/IP communication should alter
the filtering rules settings.

e Setting the local port for an application is not recommended because the local port
is assigned by the operating system and is not known in advance in most cases.

e The same applies for remote ports, if we deal with a server-type application (eg. a
WWW server).

3.6 Packet Filtering Rules

Filtering rules define which packets should be allowed or denied communication. With-
out these rules Kerio Personal Firewall would only work in two modes: all communication
allowed or all communication denied.

There exist two ways of creating the filtering rules: either automatically when detecting
an unknown packet (the user must either permit or deny such a packet — see chapter 3.5)
or manually in the Personal Firewall Administration program. Here the user can not only
create rules, but also edit them, remove them or put them into order according to their
priority.

Defined filtering rules are displayed in the Filter Rules tab (after pressing the Advanced
button in the Personal Firewall Administration main window, Firewall tab).

18



3.6 Packet Filtering Rules

Firewall Configuration

Filter Rules | hicrogoft Metwaorking Miscellaneuusl Application's MDEI

| | Rule Description | Protocaol | Local | Remote | App ~

e Loopback LUDPATCP [Batk]  [1.2] [127.0.01]:[Any part] A,
-

e NetBT [ratagram IO [Both] [137.138] [Custom addreszes][amg ... A,
-

AHY = MetBT Session TCP [Out] [&ny port] [Custom addreszes][139] A

e DNS IO [Both] [&ny port] [Any address][53] Ay
s

RV 4 Dutgoing PING |ChAP [Oat] [&ny addressz] I

U" Local Security Authority Syste...  UDP [Both] [&ny port] [Custom addreszes][38) G
-

Cl=k Local Security Authority Spste.. TCP (O] [&ny port] [Custom addreszes][am ... GN A

n = ‘windows Logon &pplication ... TCP [Owt) [&ny port] [Custom addreszes][389] G\

AHY = Microzoft-DS TCP [Out] [&ny port] [Custom addreszes][445] A,

-

U" Services Application UDOP/TCP [Both]  [Any part] [Custom addreszes][am ... GN
-

Cl=b 5vsSTEM JDP [Out) [&ny port] [&ny addresz]: [Any part] S

4= 5vsSTEM DOF [In) [&ny port] [Any addresz]: [Aay part] S

Cl= windows Media Station Service  UDP [Out] [&ny port] [Any addresz]: [Any part] ERN

=k wiINS SERVER JDOP [Out) [&ny port] [&ny addresz]: [Any part] ERN

Cl=b 5vSTEM TCP [Out] [&ny port] [&ny addresz]: [Any part] S

a = ‘windows MT Logon Application  TCP [Owt) [y pu:irt] [Any addresz]: [Any part] GNT

4 3

Add. | heeit Edit . Delete | v Aszk for action when no rule is found

] I Cancel Apply

List of filtering rules

The filtering rules are displayed in a table, in which each line represents one rule. Indi-
vidual columns have the following meaning:

e Checkbox — indicates whether the rule is active or not. By a single click the user can
activate or deactivate the rule without the need of removing or adding it.

e Application icon — displays the icon of the local application, to which the rule ap-
plies. If the rule is valid for all applications a special green icon saying ANY is dis-
played instead. Only in rare situations should such a rule exist.

e Rule Description — the direction and description of a rule. The following symbols are
used for direction: right arrow (outgoing packet), left arrow (incoming packet), double
(both-direction) arrow (the rule applies for both outgoing and incoming packets). The
rule’s description can contain anything the user wishes. For an automatically created
rule the name of the application is used for its description.

19
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Protocol — used communication protocol (TCP, UDP, ICMP...). The direction of the
communication (In, Out or Both) is also displayed in brackets following the name of
the protocol.

Local — local port
Remote — remote IP address and port (separated by a colon)

Application — the local application’s executable including the full path. If the appli-
cation is an operating system service, the name displayed will be SYSTEM.

Controls

Add — adds a new rule at the end of the list

Insert — inserts a new rule above the selected rule. This function spares the user of
moving the new rule within the list, as it allows for inserting a new rule to any desired
place.

Edit — edits the selected rule
Delete — removes the selected rule

Arrow buttons (to the right of the list of rules) — these enable placement of a selected
rule within the list. Note that filters work from top down so the placement of a rule
is very important.

Adding or editing the rule

After pressing the Add, Insert or Edit button a dialog is displayed for defining a filtering
rule.

General options

e Description — a rule can be described by any text string. We recommend that the
user describe all rules based on what they are intended for (e.g. dns resolution,
incoming ping request...). This option is only necessary for advanced users.

e Protocol — the communication protocol that the rule applies to. TCP, UDP, TCP
and UDP, ICMP or OTHER (choose Other and then define the protocol by the num-
ber in the IP packet header). A special option Any means any protocols, e.g. all IP
packets.

20
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2%

Drezcription:

IInternet Ewplorer

Protocal; I TR

Direction:

I Outgoing hd I

[z

— Local endpoint

Application

Part type: I-":"-”-'r' poit

j IEInI_I,I zelected below j

IG:HPHDGH.-’-‘-.M FILESMMTERMET ExPL

Browsze. .. |

— Remaote endpaint

>

= Deny

Address bupe:; Ary address j Fart type: Ay port j
— Rule walid
Always j
— Action
f* Pemit [~ Log when thiz rle match

[ Display alert box when thiz rule match

Cancel |

e If ICMP protocol is chosen, a new Set ICMP... button appears. After pressing this
button the user can choose the type of ICMP messages, which the rule will apply
to. The chosen ICMP types are then displayed in a special text field.

e Direction — a direction in which the packets should be filtered (Outgoing, Incoming

or Both)

Local endpoint section

e Port type — the port (only if TCP and/or UDP is chosen). Possible options are:
Any (any port), Single Port, Port Range or List of ports (a list of port numbers,

separated by commas).

e Application — indicates if the rule applies to all packets (Any application) or in-
coming/outgoing packets of a particular application (Only selected below). The

21
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application’s executable should be entered including its full path. This can be
done either manually or using the Browse button.

Remote endpoint section

Address type — TP address of the remote computer. This can be specified as
Any address, Single address (a particual computer’s address), Network/Mask, Net-
work/Range or user defined group of IP addresses (Custom Address Group).

Port type — remote port. The options are the same as in the definition of a local
port.

Other parameters

Rule valid — indicates if the rule is Always valid or if it is valid only at a certain
time (In this time interval only). In the second case the user can set the time
interval by pressing the Set... button.

The usage of time intervals requires a correct setting of the system time!

Action — the action that is to be performed — if a packet is to be Permitted or
Denied communication

Log when this rule matches — a packet will be logged if it complies with this rule
(see logging options in the

Firewall Configuration window, Miscellaneous tab)

Display alert box when this rule matches — if a packet complies with this rule an

information window (Firewall Rule Alert) will be displayed containing a detailed
description of the packet and whether the packet was permitted or denied.

3.7 Microsoft Networking

Very common is the case where a computer running Microsoft Windows is connected
to a local network running File and Printer sharing for Microsoft Networks. Several
services are used for communication in this environment and setting a personal firewall
for optimum performance and security under such a condition is not always easy.

Kerio Personal Firewall allows separate rules for a Microsoft Network environment.
These settings are available in the Advanced section in the Microsoft Networking tab.

22



3.7 Microsoft Networking

Firewall Configuration x|
Filter Fules  Microsaft Metworking | Miscellaneous | Application's MDE
¥ For Microsoft Metwarking Uze These Rules Instead of Filker Fiules
v Allow Microsoft Metwork Mame Fesolution
¥ From Trusted Addresses Only
v Allow Other Uzers to Access My Shared Folders/Printers
¥ From Trusted Addresses Only
[ Ask e For Each Access to My Shared Falder
Truzted Address Group
Address | Dezcription
192.168.0.0/255.285.0.0 Local Hetwork, Add
Edit |
=
4| | |
] I Cancel | Apply
p

For Microsoft Networking Use These Rules... This option means that the special rules
defined in this dialog will be used.

Allow Microsoft Network Name Resolution Enabling this option will allow the ex-
change of Windows network computer names.

From Trusted Addresses Only The protocol used for Windows name resolution will
only be available to the defined address group. This group is automatically gener-
ated by gathering TCP/IP information from the local system and may be modified if
necessary.

Allow Other Users to Access My Shared... Allows access to shared directories and
printers.

From Trusted Addresses Only Access is only allowed from defined trusted addresses

Ask Me For Each Access... At every attempt of connection to a shared directory, Per-
sonal Firewall will ask if such a connection should be permitted or denied.
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Trusted Address Group A group of IP addresses defined as trusted. Using the Add,
Edit and Del buttons the user can add, change or remove an IP address, a range of IP
addresses or a whole subnetwork. Validity for this IP address group is limited to the
Microsoft Networking tab. The group cannot be used for defining other rules.

Examples of optimum settings

e If you have a stand-alone computer that is not connected to a local network (e.g. a
notebook connected to the Internet via a modem), only enable the option For Microsoft
Networking Use These Rules Instead Of Filter Rules. Leave all other options off. This
will disable all communication for Microsoft Networks as it is not relevent to this
scenario.

o If your computer is connected to a local network where you trust your collegues and
you want them to be able to access all your shared directories and printers, enable
all options except Ask Me For Each Access to My Shared Folders. In the field Trusted
Address Group define your local network (e.g. as a sub-network with a corresponding
mask or as a range of IP addresses).

e If you would like to grant access to your shared material but still have complete
control over who can access them, do as in the previous example but also enable the
option Ask Me For Each Access to My Shared Folders.

3.8 Application MD5 Signatures

Apart from checking incoming and outgoing packets Kerio Personal Firewall can also
detect if permitted packets are sent by authorized applications. An application could be
infiltrated into your computer (e.g. by email, from a floppy disk, etc.), that acts as some
regular and known program (it usually replaced by the original executable) and tries to
send data out from your computer. Such an application is commonly referred to as a
“Trojan horse”. Usually, they can be revealed during an anti-virus check, but this might
be too late.

Kerio Personal Firewall uses a method of creating and checking MD5 signatures of ap-
plications. Very simply said, an MD5 signature is a checksum of the application’s exe-
cutable. When the application is first run (or when the application first tries to commu-
nicate via the network) Personal Firewall displays a dialog, in which a user can permit
or deny such communication. If the communication is permitted by the user Personal
Firewall creates an MD5 signature for the application. This signature is checked during
each subsequent attempt of the application to communicate over the network. If the
application’s executable is changed (e.g. it is infected by a virus or it is replaced by an-
other program) Personal Firewall denies communication for this application, displays a
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warning and asks if such a change should be accepted (e.g. in case of the application
upgrade) or not.

MD5 signatures can be viewed and deleted in the Application’s MD5 tab. They can only
be created automatically.

Firewall Configuration

FiIterHuIesI Microsaft Metworking | Miscellaneous  Application's MDS |

¥ Check MDS Signaturs

F

Application | kd5 [BINARY]

247FA3C363FFDDADITADFD 31D 4FADR AE
09FIFOEDFEEDEEISCE351 FIATF1EETEC
043311 C030 7FA1DZEDECII33451 334580
2BE 32670 FO0T4FDFE 354 7B063046E 2663

2PN CAAECCACHEFIERIFED YREETEFE

LG INNTASYSTEM224WIND 0WS MEDIAVSERVERWNSCM EXE
LG WINNTAS Y S TEMI24ING EXE
C1G:MINNTAS Y S TEMI2WSERVICES EXE

LG INNTAS Y STEM3ZANETSRVAMETINFO EXE

3 G:\PROGRAM FILES\WINROUTE PROSWINROUTE.EXE

n G:AWINNTSSYS TEM32NWINLOGOMN. EXE

(0| G:\PROGRAM FILES\WMICROSOFT OFFICEAOFFICENOUTLOOK EXE
~ [G\PROGRAM FILESA\COMMON FILESASYSTEMAMAPINTOINTAMARIS
!G:'xWINNT&SYSTEMEE&HUNDLLEE.EXE

LG INNTASYSTEM32ALLSSRY EXE

R G INAPPSWNCSWINYNC EXE

i G:\PROGRAM FILES\WINROUTE PROSWRADMIN EXE
@G:hPHDGH.ﬁ.M FILESMMTERMET ExPLORERMEXFLORE.EXE
CIGAINNTASYSTEM224WIND 0WS MEDIAVSERVERWNSPMON EXE
8 GAWINNTASYSTEM32\MSDTC.EXE

% G:AWINAPPYWINCMD SN WINCM D32 EXE

Delete | Select All |

14C45358115F1 502641 FAEF4B1FS3CF4 —
D7SEAACACE30DBESF 3424491 5F43FE:
EECES34304E BREC207ASE 301 44B1E 484,
1ED5274525C01EEBBE102B 3FF7CIECT
S10C093AFECS38F3VECEYE020 71 2440E
030300430 44836F 27805341 COCI3AES
ESE Y51 8F2E2008360A344F 7 436B47E81 4
E4ACAG734F5732330E3BEFIEE 436 2C02
C10E7FS763BBFASEE40DA4FATCAE2AC
EDCS4E17COF1811447 205134821 32449

Check all Paths | Check MD5 Mow |

E&30533C346583651 DEEDE?EDDFEBIZEiILI
[

Al

o]

Cancel |

The following options are available in the Application’s MD5 tab:

Check MD5 signature This option enables/disables creating and checking of an appli-
cations’ MD5 signature.

Delete Removes the MD5 signature of a selected application(s).
Select All Selects all applications in the list.

Check All Paths Checks all applications for existing executables. If the executable is
not present (e.g. after application uninstall), the user is asked whether the MD5
signature should be removed for this application.
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Check MD5 Now Checks for the validity of MD5 signatures. If a signature is not valid
Personal Firewall asks if a change should be accepted or not.

Note: Several applications can be selected using the Ctrl or Shift key.

3.9 Internet Gateway Protection

Kerio Personal Firewall can also be used for protecting an Internet gateway, i.e. a com-
puter that provides access to the Internet for computers in a local network (a router
or a NAT router). Typically, this can be done in combination with Microsoft’s Internet
Connection Sharing (ICS) application, a component of Windows 98 SE, Me, 2000 and XP
operating systems. ICS enables access to the Internet for all local computers via a single
IP address. However, it does not provide any protection from external attacks. In com-
bination with Kerio Personal Firewall you can have a secure shared Internet connection.

Personal Firewall is designed for protecting a single computer. However, a great amount
of packets pass the internet gateway (router) that are not addressed to this computer. In
order not to be forced to define complex packet filters, Personal Firewall can be switched
to a special mode designed for Internet gateways. This can be done in the Firewall
Configuration window (after pressing the Advanced button) on the Miscellaneous tab by
enabling the option Is running on Internet gateway.

Note: Do not enable this option if Personal Firewall does not really run on an real Internet
gateway as the security level of your computer will be downgraded.
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Firewall Logging

4.1 Logging Configuration

Kerio Personal Firewall allows creation of detailed log files for passing or filtered pack-
ets. The user (or the administator) has a range of options for setting what informa-
tion and where it will be logged. The logs can either be saved to a file (with the
name filter.log saved to a directory where Personal Firewall is installed — typical-
ly C:\Program Files\Kerio\Personal Firewall) or sent to a Syslog server.

Basic log setting are performed in the Firewall Configuration window, Miscellaneous tab
in the Firewall Logging section.

Firewall Configuration x|
Filter Rulez I Microsoft Metworking  Mizcellaneous | Application's MDE
Fireswall logging
¥ Log Inta File [filter. lg]
¥ Loglnto Syslog Syslog server addiess:  [192.168.1.1
[ Iz RBurning on Internet G atewsay W Log Packets &ddressed to Unopened Parts
W Log Suspicious Packets
Cuzstom Address Group
Address | Dezcription
192.168.1.0/256.255.255.0 Local Hetwork, Add.
Edit.. |
[l
4| | i
k. I Cancel | Spply | Help
g
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Log Into File (filter.log) Logs will be saved into the filter.log file (in a directory where
Personal Firewall is installed). The size of this file is limited only by the available
space on the disk.

Log Into Syslog Logs will be sent to a Syslog server running at a specified IP address

Log Packets Addressed to Unopened Ports Logs packets addressed to ports from
which no application is running (typically a “portscanning” type attack).

Log Suspicious Packets Log packets that Kerio Personal Firewall considers as suspi-
cious. These are e.g. TCP packets that do not pertain to any open connection and do
not initiate a new connection (the so-called “TCP PING”).

4.2 Filter.log file

The filter.log file is used for logging Kerio Personal Firewall actions on a local
computer. It is created in a directory where Personal Firewall is installed (typically
C:\Program Files\Kerio\Personal Firewall). Itis created upon the first record.

Filter.log is a text file where each record is placed on a new line. It has the following
format:

1,[08/Jun/2001 16:52:09] Rule ’Internet Information Services’:
Blocked: In TCP, richard.kerio.cz [192.168.2.38:3772]->1ocalhost:25,
Owner: G:\WINNT\SYSTEM32\INETSRV\INETINFO.EXE

How to read this line:
e 1 — rule type (1 = denying, 2 = permitting)

e [08/Jun/2001 16:52:09] — date and time that the packet was detected (we recom-
mend checking the correct setting of the system time on your computer)

e Rule ’Internet Information Services’ — name of arule that was applied (from
the Description field)

e Blocked: / Permittted: — indicates whether the packet was blocked or permit-
ted (corresponds with the number at the beginning of the line)

e In / Out — indicates an incoming or outgoing packet

e IP / TCP / UDP / ICMP, etc. — communication protocol (for which the rule was
defined)
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richard.kerio.com [192.168.2.38:3772] — DNS name of the computer, from
which the packet was sent, in square brackets is the IP address with the source port

after a colon

Tocahost:25 — destination IP address (or DNS name) and port (localhost = this
computer)

Owner: — name of the local application to which the packet is addressed (including
its full path). If the application is a system service the name displayed is SYSTEM.
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